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About this manual

1 About this manual

This manual contains important hints that will help you to work with Wissintra NG and will
support you to reach your goal faster. It is an essential aid for safe operation.

If you still have questions not answered in this manual, please refer to our service desk. You find
the details at the end of this manual. For further questions or suggestions, please do not hesitate
to contact us.

Gender-specific terms

Since using gender-specific differentiation of female and male terms makes texts hard to read,
we will continue without it. By using the generic masculine, we refer to both genders. Therefore,
all of these terms should be regarded as gender-neutral in the sense of the Equal Treatment Act.

Intended use

This manual is valid for the software version mentioned here and is not subject to the
manufacturer’s modification service. It only describes the specific module. For further
information, which is necessary for the use of the different modules of Wissintra NG, you will
receive the corresponding manuals for the respective modules.

This manual does not claim to provide a full description. Any use other than described herein is
considered improper. The manufacturer shall not be liable for damages caused by incorrect
usage of the software, insufficient knowledge of the provided documentation, reasonably
foreseeable misuse or other inappropriate actions.

Copyrights

This manual may not be reproduced or distributed in whole or in part without the explicit
permission of the producer. This also applies to the storage on other media. The manual is for
internal use only. This document may not be used outside the intended purpose. Transferring to
third parties without the explicit consent of the manufacturer is not permitted.

All rights and changes are reserved to k+k information services GmbH. This also applies to all
translations of this document. Contraventions commits to compensation.



Technical Information

2 Technical Information

Note: Please note that WissIntra NG is a pure Intranet application. To avoid possible security
issues, the software should not be made available over the Internet.

This means in detail:

e Wissintra NG was designed for corporate networks (Intranet) only and is not intended for
the use outside of these networks (Internet).

e The accidental loss or unauthorized access to data was prevented by technical and
organizational actions by k+k information services GmbH. However, k+k information
services GmbH does not guarantee that unauthorized third parties will not be able to gain
access to Wissintra NG. The customer acknowledges that any content stored in WissIntra
NG by the customer and its users is stored at the customer’s and its end users’ own risk.

e The customer needs to ensure that his data, materials and programs are suitably secured
in accordance with generally accepted principles and the state of the art in secure data
processing. If the customer becomes aware of pending work or other services of k+k
information services GmbH, he will always check whether a current data backup is given
and, if necessary, ensure such a backup. The customer is also solely responsible for
checking the data backup for completeness and operability.

e k+k information services GmbH assumes no liability for data or data security, nor any
consequential damage from data loss.




Installation requirements

3 Installation requirements

The following requirements have to be fulfilled for the installation of WissIntra NG 1.2:

Note: Please take the compatibility of supported systems into consideration:
https://learn.microsoft.com/en-us/troubleshoot/sql/general/use-sql-server-in-windows

3.1 Minimum requirements application server (lIS):

e Internal Memory: 4 GB

e Hard drive space: 100 MB + further capacity for the operating system, documents,
pictures etc. that will be stored and opened in WissIntra NG.

e CPU: 4 cores with 2 GHz each

e Qperating system: Windows Server 2016

3.1.1 Supported operating systems:

e Windows Server 2016
e Windows Server 2019
e Windows Server 2022

Note: All operating systems exclusively in the 64-bit version.

o |IS7+
o Net4.8
e C++ Runtime 2013

Note: C++ Runtime is available for download via the following link:
https://www.microsoft.com/en-us/download/details.aspx?id=40784

e http Ports ,80“ and ,8080“ should be free (for licences)
e [IS user needs access to the storage place of the documents, which are used within the
WissIntra NG system.

3.2 Minimum requirements SQL server:

e Memory: 4 GB

e Hard drive space: 100 MB

e CPU: 4 native cores with 2 GHz each

e Microsoft SQL-Server, MS SQL Server 2014 or higher

Note: If you want to use the free SQL Express option for the MS SQL Server, please note the
limitations of the respective version. The collected product specifications including the
limitations for the variants can be found here:
https://msdn.microsoft.com/en-us/library/ms143287.aspx
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3.3 Minimum requirements for a combined usage with IS and SQL

e Windows Server 2016

e Microsoft SQL-Server, MS SQL Server 2014 or higher

e RAM: 8 GB

e Hard drive space: 200 MB + further capacity for the operating system, documents,
pictures etc. that will be opened in WissIntra NG.

e CPU: 4 native cores with 2 GHz each

3.4 Browser

e Google Chrome, Mozilla Firefox or Microsoft Chromium Edge are supported for the
desktop in their latest versions.

e JavaScript has to be activated.

e Using Edge, the Windows Media Feature Pack must be installed.

Note: We recommend Google Chrome or Firefox Quantum.

3.5 Services

e During the data import from the MS Active Directory (AD) via LDAP, the IIS user needs
access to the usage of the component services. It also needs start and activation
permissions for the Active Directory during the AD import.

3.6 Mailing
e For e-mail distribution a SMTP server is needed (mandatory).

Beyond the minimum requirements, further recommendations are made for the system
landscape. The recommendation depends on the number of Wissintra NG users that are active
at the same time.
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3.7 Recommended installation environment for up to 100 users

3.7.1

Recommended environment application server (11S):

Dedicated application server

Windows Server 2016 or higher

RAM: 8 GB

CPU: 4 native cores with 3 GHz each, at least corresponding to the Sandy Bridge
architecture

Recommended environment SQL server:

SQL Server 2016 (dedicated instance) or higher

RAM: 8 GB

CPU: 4 native cores with 3 GHz each, at least corresponding to the Sandy Bridge
architecture

SSD Storage medium

Recommended environment for a combined operation of 1IS and SQL:

Dedicated server

Windows Server 2016 or higher

SQL Server 2016 (dedicated instance) or higher

RAM: 16 GB

CPU: 4 native cores with 3 GHz each, at least corresponding to the Sandy Bridge
architecture

SSD Storage medium

Note: It is recommended that you monitor the actual load on the application and database
server during operation and adjust the resources if necessary.

Regardless of the number of users, there may be deviations in the actual resources required due
to company-specific data structures.

Note: We recommend that customers with more than 100 concurrent users start with the
recommended installation requirements for up to 100 users and to adjust these during
operation according to the actual load.




Installation

4 Installation

Before starting the setup, check whether the installation requirements are met, both for the
hardware and for the software. The setup allows you perform the installation and future updates
of WissIntra NG on your system.

The setup procedure is described below.

4.1 Setup

e Right-click on the setup.exe and select Run as administrator.

|4 || = | InstallationWissIntraNG

Home Share View

€« A » ThisPC » Local Disk (C:) » InstallationWissintraNG v O

"~ Name Date modified Tl

3t Quick access
[ Desktop
4 Downloads

| Documents

setup 21/06/2018 13:57 A

If you have not yet installed .NET 4.6 Wissintra NG - InstallShield Wizard
framework, the following message appears.

Pyl VVissintra NG reuires the following items to be instaled on your computer. Click Install to
[<¥] begin instaling these requirements.

e (lick on Install.

Status  Requirement
Pending Microsoft NET Frameworkd 6 Full

I

The InstallShield Wizard starts to prepare the installation of .NET framework and displays the
progress.

Caution: Please note that the server can be restarted after the installation of .NET without prior
warning. After restarting the server, the setup.exe has to be executed again.

After the installation of .NET Framework has been successfully completed, a message appears
prompting you to restart the computer.

e Confirm the message with Yes.
e Run the setup.exe again.
e Continue with the installation of WissIntra NG.

10
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The InstallShield Wizard now prepares the
installation and starts.

e (lick on Next.

Now the licence agreement appears.

e Read the licence agreement carefully
and confirm it by clicking on I accept
the terms in the license agreement.

e Click on Next.

4.1.1 Installation directory

If the IS is already installed, the path is read
from the installation settings for the default
website and suggests to install WissIntra NG
there.

e Check the information in the
destination folder.

If you do not want to install WissIntra NG on
the suggested drive, you have the possibility to
enter a different destination folder.

e To do this, click on Change.
o After entering the alternative path, click
on Next.

ﬂ WissIntra NG - InstallShield Wizard X

Welcome to the InstallShield Wizard for
WissIntra NG

The InstalShield(R) Wizard wil install WissIntra NG on your
computer, Ta continue, dick Next,

WARNING: This program is protected by copyright law and
international reaties

Cancel

<Back

‘ﬁ WissIntra NG - InstallShield Wizard K

License Agreement

Please read the foloning license agreement carefuly.

§ 1 Purpose of contract

(1) Subject fo these terms of license, k+k information services GmbH
\grants the licensee the right of use for the computer program described
in the software license agreement in the respective version named
therein (hereinafter called "object of the license"). The software license
agreement shall become effective after signing by the licensee and k+k
information services GmbH.

@¥ accept the terms in the license agreement Brint

(I do not accept the terms in the license agreement:

InstalShield
= ==
# Wissintra NG - InstaliShield Wizard X
Destination Folder
Click Next to install to this folder, or cick Change toinstall to a different folder.
Install WissIntra NG to:
Cilinetpubywwwroot\WissIntraNG\ Change...
= o

11
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4.1.2 Database Connection

The next step is to set up the database

ﬁ WissIntra NG - InstallShield Wizard X
connection. Database Server
Select database server and authentication method
e |n the text field Database Server, enter
the server and, if available, the
. . Database server that you are installing to:
associated instance. [ 152.168.4. 165\5qL BxPRESS| v Browse

Connect using:
(®) Windows authentication credentials of current user

(O server authentication using the Login ID and password below

Login ID: [ea

Password: |
Name of database catalog:
[wissintrang

Wisslntra SQL Username:  [userwi

WissTntra SQL Passnord:  [[vasnes |

InstaliShield

e Under Connect using you have two options:
= Select Windows authentication credentials of current user to access the SQL
Server with the user currently logged on to the operating system. In this case, the
logged on user has to have administrator rights to create the database and
another user and to assign permissions for this user in the database.
= |f the logged on user has no access rights to the SQL Server or is not allowed to
create any other users, the second option Server authentication using the Login
ID and password below has to be selected. In this case, the user entered here
requires the administrator rights describe above.
o Please enter the name of your WissIntra NG database under Name of database catalog.
e Also enter the WissIntra SQL Username and the corresponding WissIntra SQL Password
of a user via which Wissintra NG accesses the database.

The following data is set by default, but we recommend that you change it:

o User: userwi
e Password: userwi

To further facilitate the installation of WissIntra NG, most of the entries are filled with default
values, however, you always have the option to adjust them to your needs.

e C(lick on Next.

Note: The database is accessed via the specified SQL user. If the user already exists, he has to
have dbo and db owner permissions so that he can be assigned to the database. If necessary,
you have to adjust the permissions at this point.

If the user does not yet exist, it is created and the permissions are assigned automatically.

12
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4.1.3 Setup Type

o Select the appropriate type of setup
which is usually the setup type
Complete. The option to adjust the
path specification for the document
directory is skipped and the stored
default path
C:\ProgrammData\WissIntraNG is
used.

e |f you want to specify a different path
for the document directory in which
your documents should be stored later,
choose the option Custom.

Furthermore, the configuration of access rights
has to follow.

e To change the file path, click on Change
and enter the desired path.

ﬁ WissIntra NG - InstallShield Wizard x

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

@iComplete

All program fiatures wil be installed, (Requires the most disk
space.)

() Custom

i

Choose which program features you want installed and where they
wil be installed, Recommended for advanced users.

Instalishield

<Back Cancel

ﬁ WissIntra NG - InstallShield Wizard X

Custom Setup

Select the program features you want nstalled.

Click on an icon in the list below to change how a feature is installed.

Feature Desaription
Folder for the documents that

B =9+ Wissintra NG
T you append in WissIntra.

This feature requires OKE on

your hard crive.
Instal to:
C:\ProgramData\WissIntraNG\ Change...
InstallShield
Help Space <Back Cancel

Note: The directory is not accessed directly, but via Wissintra NG and the user of the application
pool. Therefore, it is possible that the directory is on a server. By default, a hidden directory is

specified for your data.

It is also possible to use another server for this purpose. To do this, the specified domain user
requires full access to the specified document path.
Please read the notes in the following chapter Configuration of permissions.

e (Click on Install.

Now the installation of WissIntra NG starts. The
installation process is documented. This can
take some time, since the roles and features
for the IIS are also checked and installed if
necessary.

ﬁ WissIntra NG - InstallShield Wizard x

Ready to Install the Program

The wizard s ready to begin instalaton.

Click Install to begin the installation.

1f you want to review or change any of your installation settings, cick Back. Click Cancel to
exit the wizard.

Instalishield

<Back Cancel

Tnstal

13
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E Wissntra NG - InstallShield Wizard -

Installing WissIntra NG

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs WissIntra NG, This may

[P  take several mnutes.

Status:
Instaling Windows-Funktions/-Roles. .

<Back Next >

Cancel

ﬁ Wisslntra NG - InstallShield Wizard

InstallShield Wizard Completed

NG. Click Finish to exit the wizard,

<Back

The Installshield Wizard has successfully installed WissIntra

Cancel

e Click on Finish to complete the installation.

WissIntra NG then starts automatically and opens the log in window.

e Log in with the following data
=  Username: admin
=  Password: admin

The message that you cannot log in and the Installation code will appear in red.

WissIntra Login

Username admin

Password

administration for help

The Installation Code: YXXOOMXXX

gir not possible. Your WissIntra NG licence canng

Forgot password?

e Contact the Service Desk with this installation code. A licence will be created and sent to

you by e-mail.

e After inserting the new licence file and restarting the IIS you can start working with

WissIntra NG.

The Service Desk will provide you with further information via e-mail about importing the

licence.

If a message regarding the missing licence is displayed instead of the installation code, it may be
possible that the registration of the file for reading the licences could not be performed during

the installation.

The corresponding files are located in the folder LicProtector in the directory specified in the

chapter Installation directory.

[ Feldfunktion gedndert

By default, this path is:

C:\inetpub\wwwroot\WissIntraNG\LicProtector

14
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Etpub > wwwroot » WissintraNG » LicProtector v O Search LicProtector §e]

~
Name Date modified Type Size

Q LicProtectord10
i Ipregister410

Application

Application

e Navigate to the Command prompt via Start — Programs — Accessories and right-click to
Run as administrator.

e Register the LicProtector410.exe file using the Ipregister410.EXE file.
The command for this is:

C:\inetpub\wwwroot\WissIntraNG\LicProtector\lpregister410.EXE
C:\inetpub\wwwroot\WissIntraNG\LicProtector\LicProtector410.exe

For example:

B Administrator: Command Prompt - O x

or410.exe,

There will probably be no feedback from the server. However, it should be restarted in any case.
Open WissIntra NG again and try to log in with the login data described above.

Now the installation code should be displayed.

15
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4.2 Configuration of permissions to documents

The following settings are only necessary if you have specified a storage location for the

documents during installation that is not physically part of the server on which Wissintra NG is
installed.

Proceed as follows:

e QOpen the Internet Information Services (1IS) Manager.

€5 Internet Information Services (1IS) Manager

- o x
[ 053 » Application Pooks GRaR@"
Fle View Help

Connections

” qg! Application Pools

~ 83 053 (KUKTEST\Administrato

This page lets you view and manage the list of application pools on the server. Application pools are associated with
} Application Pools.

worker processes, contain one or more applications, and provide isolation among different applications.

v [ Sites
@) Default Web Site Filter: ~ ¥ Go - (5 ShowAll | Group by: No Grouping -
| aspnet_client Name Status  NETCLRV.. Managed Pipel.. Identity Applications
@ WissintraNG 2 NET w5 Stated VA0 Integrated ApplicationPoolld... 0
L2 NETvA5Classic  Started  vAD Classic ApplicationPoolld... 0
[ DefaulthppPool  Started  vA.0 Integrated ApplicationPoclid... 1
2l WissintraNG Started  v4.0.30319  Integrated ApplicationPoolld... 1

e Select the WissIntra NG application pool.
e QOpen the Advanced Settings.
e Navigate to the option Identity under

Advanced Settings 4 x
the category Process Model.
e You can specify a different identity e 14030319 .
using the button [“...”] on the right. Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
MName WissntraNG
Queue Length 4000
Start Mode AlwaysRunning
~ CPU
Limit (percent) 0
Limit Action MoAction
Limit Interval (minutes) 0
Processor Affinity Enabled False
Processer Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4294967295
w  Process Model
> Generate Process Model Event L

ApplicationPoolldentity

Idle Time-out (minutes) 0

Idle Time-out Action Terminate v
Identity
[identityType, username, password] Configures the application pool to run

as built-in account, i.e. Application Pool |dentity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

0K Cancel

16
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e To change the identity, select the
option Custom Account and click on
Set.

The following window opens.

o [n the field User name enter a domain
user who has full access rights to the
specified storage location and is also
authorized for this folder.

e Also enter the corresponding
Password. Repeat the password in the
field Confirm password.

e (lick OK to complete the configuration.

Application Pool Identity ? *
(O Built-in account:
ApplicationPoolldentity
@® Custom account:
Cancel

Set Credentials ? x

User name:

Password:

Confirm password:

Cancel

Note: Please use only a password that does not expire.

17
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4.3 Configuration of the web address

In WissIntra NG you have the possibility to change the address of the web application and thus
adapt it to your corporate identity. By default the address is as follows:

/ Bl Login - Wissintra NG x N\

&« C | @ localhost/WissIntraNG/Account/Login?ReturnUrl=%2 FWissIntraNG

The procedure for changing this is described below:

e Click on Start € and search for the IIS (Internet Information Services Manager).

e QOpen the lIS and expand the folders until you reach Sites. Here you find the default folder
of your WisslIntra NG Installation, if you have not changed the storage location during the
setup.

e By right-clicking on the subfolder Default Website you can Add a new Virtual Directory.

v aj 033 (KUKTEST\Administrato

This page lets you vi
o Application Pools pag s

worker processes, g

[8] Sites ;
w 0 Default Alak S Filter: |
B aspl & Explore
s Wis Edit Permissions...
e,
£ Add Application... id
.| Add Virtual Directory... I
Edit Bindings...
Manage Website b
%3 Refresh
K Remove
Rename

{1z Switch to Content View
-

e In the new window, enter your chosen Alias in the corresponding field.

18
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Add Virtual Directory

Site name:  Default Web Site
Path: !

Alias:

CompanyMame

Example: images

Physical path:

‘ Chinetpubhwwwroot\WissintraNG|

Pass-through authentication

Connect as... Test Settings...

?

Cancel

x

Browse For Folder

Select 3 directory for the application.

X

v i Local Disk (C:)
v inetpub
custerr
history
logs
temp
™ wwwroot
aspnet_client
WissIntraNG
InstallationWissIntraNG
Perflogs
Program Files
Program Files (x86)
restful-bocker-master
Users
Windows
Windows.old
2 DVD Drive (D)

Make New Folder

Cancel

e Confirm the changes with OK.

This creates the new directory.

e In this case, for example, “Company name” was chosen as the new web address. Make
sure that the Physical path of the WissIntra NG installation is correct.

e For the correct physical path, search for the folder inetpub and open the folder
wwwroot. This is where the application belonging to WissIntra NG is located.

19
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e Right-click on the new directory and

v ..Hﬂ C053 (KUKTEST\Administrato Filt
. . . Ier:
select the option Convert to [} Application Pools
[ B Si ASP.MET
application. v -[8] sites
. . v P Default Web Site = A2
e The window Add application opens. 7 sspnet_client % N~
? WissIntraMNG MET MET
» | Com papuhl Authorizat,.. Compilati
N i Explore

Edit Permissions...

Convert to Application il
Add Application...
Add Virtual Directory...

Manage Virtual Directory ~ »

i3 Refresh
K Remove

Switch to Content View

e Click on the button Select Application

dd Application ? X
Pool.
e Select WissIntra NG to replace this web Site peene: fiauliflctaSic
) Path: Select Application Pool ? X
address with your generated web
Alias: Application pool:
address. |(0mpanyNam ‘DEfau\tAppPDO\ "‘ Select...
e Confirm the action by clicking OK on gt | |elhee
both windows. Physical path: op

[Chinetpubton  (WissntzaliG
- peline mode: Integrated

Pass-through &

[ Enable Preload

oK Cancel

This completes the process and creates the new address.

/ m Login - Wisslntra NG E AN
|/ b

&

C | @ localhost/CompanyName/Account/Login?ReturnUrl=%2fCompanyName

Note: When configuring the web address, the old website is retained. Please note that the old
web address may neither be deleted nor accessed.

20
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4.4 Technical requirements for printing from Wissintra NG

In order to be able to print from WissIntra NG, certain requirements have to be met. In most
cases, the system settings have already been made so that you can start printing individual
documents, reports, processes or process landscapes without any further settings.

If printing is not possible, first check whether you have installed C++ Runtime according to the
installation requirements. If this is the case and printing still does not work, check in the next
step whether the user of the application pool has access to the TMP directory.

The procedure for assigning permissions is described below.

Determining the Temp directory

e Open the Control Panel on the server and navigate to All Controls Panel Items.

All Control Panel ltems - O
4 [ Control Panel » All Control Panel ltems » v @ | Search Control Panel »

Adjust your computer’s settings Viewby:  Small icons ¥

dministrative Tools
I Color Management

o Device Manager

& File History

[F infrared

@ Mouse

[ Programs and Features
P Security and Maintenance
& Sync Center

[5g AutoPlay
Credential Manager
2 Devices and Printers

Flash Player (32-bit)

ternet Options

5% Network and Sharing Center

Recovery
i sound
& system

W Backup and Restore (Windows 7)

9 Date and Time

@ Ease of Access Center
A Fonts

E= Keyboard

2] Phone and Modem

& Region

& Speech Recognition
Taskbar and Navigation

S5 BitLocker Drive Encryption

[ Default Programs

] File Explorer Options

& Indexing Options

@ Mail (Microsoft Outlook 2016) (32-bit)
3B Power Options

% RemoteApp and Desktop Connections
& Storage Spaces

[ Troubleshoating

82, User Accounts P Windows Defender Firewall 5 Windows To Go [ Work Folders
e Select System.
e In the next step, open the Advances System Settings.
& System - o x
« « 4 B ControlPanel » ANl Control Panel ltems > System 2
o

Control Panel Home

© Device Mamager
& Remote settings
§ System protection

@ Advanced system settings

View basic information about your computer

indews edition

Windows 10 Enterprise

2018 Microsoft Corperstion. All ights reserved

System
Processon
Installed memory (REM)
System type:
Pen and Touch:

InteliR) XeonlR) CPU  ES530 @ 240GH: 2.35 GHz
40068
64-bit Operating System, 164 based processor

Ho Pen or Touch Input is available for this Display

Computer name, domsin, and workgroup settings

Computer name:

Full computer name:

am Windows10

Gcrung,
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A new window will appear.

Computer Name Hardware?

System Properties

ncad System Protection Remote

You must be logged on as an Administrator to make most of these changes.
Performance

Visual effects, processor scheduling, memory usage, and virtual memory

User Profiles
Desktop settings related to your sign-in

Settings...

Startup and Recovery
System startup, system failure, and debugging information

Settings...

Environment Variables...

OK Cancel Apply

e Navigate to the tab Advanced and open it.

e Open the option Environment Variables in the lower part of the window.

The next window shows the setting options for the environment variables.

Environment Variables

User variables for Administrator

Variable Value
OneDrive C:\Users\administrator\ OneDrive

Path ppData\Loc pps;
TEMP C:\Users\administrator\ AppData\Local\ Temp

™ C:\Users\administrator\ AppData\Local\ Temp

New. Edit. Delete.
System variables

Variable Value a

PROCESSOR REVISION 1205

PSModulePath CAWINDOWS\system32\WindowsPowerShellv1.0\Modules\

TEMP CAWINDOWS\TEMP

USERNAME M

windir CAWINDOWS

New... Edit.. Delete

X

e Select the system variable TMP and check for which directory the permissions have to be

assigned.
e C(Click on OK.

Note: Please note the existence of the very similar system variable TEMP. This is not the one to

use here.
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Assignment of permissions

Temp Properties

object.

click Advanced

X
General Sharing Previous Versions Customize
Object name:  C\Windows'\Temp
o You must have Read ions to view the tties of this

Click Advanced to continue.

For special pemmissions or advanced settings,

oK

Cancel Apply

e In the properties of the directory you have found in the TMP system variable, select the

tab Security.

e Navigate to the button Advanced and click on it.

Advanced Security Settings for Temp

Name: CA\Windows\Temp

Owner: SYSTEM Change

Permissions Auditing  Effective Access

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type  Principal Access Inherited from Appliesto
S8 Allow  SYSTEM Full control MNone This folder, subfolders and files
S8 Allow  CREATOR OWNER Full control Mone Subfolders and files only
S8 Allow  1IS_IUSRS (COS3IS_IUSRS) Listfolder fread data  Mone This folder, subfolders and files
B2 Allow  Users (C053\Users) Special Mone This folder and subfolders
82 Allow  Administrators (COS3\Admini... Full control Mone This folder, subfolders and files
Add Remove View
Enable inheritance
[ Replace all child object permission entries with inheritabl

p

entries from this object

Cancel Apply

e C(lick on Add.

e Select the user that should be authorized by clicking on Select a principal.
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Select User or Group

Select this object type

|User, Group, or Buitt4n securiy principal

From this location:

|c053

Enter the object name to select (examples):

115 AppPool\WissIntraNG|

Advanced...

| | Obiect Types

Locations..

Check Names

Cancel

e Enter the AppPool user and click on OK.

Note: The default AppPool user is: 1IS AppPool\WissIntraNG.

Note: Please make sure that the local server is selected in “From this location” and not the

domain.

e Now remove all automatically set permissions and select Show advanced permissions.

Pemmission Entry for Temp

Principal:  WisslntreNG  Select a principal
Type: Allow v

Applies to: | This folder, subfolders and files v

Advanced permissions:
[CJFull control
[ATraverse folder / execute file
[Aist folder / read data
[JRead attributes
[JRead extended attributes
Create files / wiite data
[ eate folders / append data

7] Orly apply these permissions to objects ancl/or containers within this container

[ Write attributes

[ Write extended sttributes
[ Delete subfolders and files
[ Delete

[ Read permissians

[ Change permissions

[ Teke awnership

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Show basic permissions

o

Clearall

Cancel

x

e Select the following options:

Traverse folder / execute file
List folder / read data
Create files / write data
Create folders / append data

e (Click on OK in the previously opened window.

The changes you have made have now been adopted and you can print from WissIntra NG.
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5 Procedure for server relocation

If your company wants to replace the server on which Wissintra NG is currently installed, there
are a few things to consider.

5.1 Relocation of the Application Server

Start the new application server on which you want to install WissIintra NG and follow the
instructions from chapter Installation.

After installing WissIntra NG on the server, the next step is to check whether the database is
correct. The procedure for this is explained in Chapter Relocation of the Database Server.

Then the URL in WissIntra NG has to be adapted. To do this, proceed as follows:

e Navigate to the Administrator Settings in WissIntra NG by clicking on the User E .
o (lick on Settings .
e Select Notifications in the Basic Settings.

e Enter the corresponding URL in the fields External server address and Internal server
address.

HTML e-mailz @

External server address @ ‘ http://123.456.7.890/wissintrang |
{WissIntra NG)

Internal server address @ ‘ http://localhost/wissintrang |
{WissIntra NG)

Note: Further information about both fields can be found in the Administration Manual
Configuration in chapter “Basic settings — Notification”.

Finally, check the domain according to the instructions in chapter Relocation of the Domain and

adjust it if necessary.
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5.2 Relocation of Documents

Start WissIntra on the old application server and open the settings.

Under Documents / Storage you will find the directory in which your documents are stored.
Navigate to this directory in the Windows Explorer and copy all files, except folders.

Paste the files on the new application server in the designated document storage space.

5.3 Relocation of the Database Server

Before moving the WissIntra NG database, a database backup should always be carried out first
in order to prevent any loss of data.

For the database relocation itself, proceed as follows:

e Restore the backup of the desired database on the target database server.
e In the next step, create a new user on the database server that is a member of the
database role dbo_owner and has the default schema dbo for the WissIntra NG database.

Note: If you want to continue using the existing database user, you have to create a new logon
for this user and assign it to the database user.

o Now adjust the existing database connection in the web.config file on the IIS. The default
path where the web.config is located is:
C:\inetpub\wwwroot\WissIntraNG

e Navigate to the web.config and open it in an editor (e.g. Notepad++) by right-clicking on

it.
|| packages.config 08 CONHG Hle
|j PrecompiledApp.config 12 CONFIG File
|:] Web, =% 49 CONFIG File
[ wiss! Open with 21 DACPAC File
E Wissl [ Edit with Notepad++ 21 Personal Informa
> D Wiss| Ea Scan with Windows Defender... 221 LIC File
ted 145K8 | L Share

Restore previous versions

Cendtn >

e Now adjust the connection string in the file.

sg="Data Source=192.168.4.165\SQLEXPRESS Initial Catalog-WissIntraid/User ID-userwi;Password=userwi! providesiane='Systes Data.Sqiclient” i

e The following changes are necessary:
= Data Source = “SQLServer\Instance”
= |nitial Catalog = “Database”
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= User ID = “Database User”
= Password = “Password”
e Save the changes you have made and restart the IIS.
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5.4 Relocation of the Domain
To move a domain in WissIntra NG, proceed as follows.

e First open WissIntra NG and navigate to the Administrator Settings. You can access them
as follows:

e Navigate to the User E

e Select Settings .

e Navigate here to the Basic Settings and open the section LDAP Settings.

In the LDAP settings you can change the connection settings for the LDAP.

e |n the modal, click on an existing LDAP connection.

e Enter the new LDAP connection data in the field
Connection string.

e Specify an AD User who is allowed to access the
Active Directory via the LDAP interface with Read
permission.

e Enter the Password for the previously specified AD
user.

e With the button , you can check [ Name |

if all entries for the LDAP connection are correct.

Edit LDAP connection "LDAP 1"

Name @

Connection string @

Connection string |

AD User @

AD User |

Password @

Password |

‘ Check LDAP connection

Note: WissIntra NG supports Active Directory only.

Note: Users with the same abbreviation or WissIntra NG name in both the old and new domains
can still log in after the domain relocation.

To deactivate these users, the user name in WissIntra NG has to be changed. Only then users
from the new domain can be re-imported to WissIntra NG.
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6 Keyboard Shortcuts

General

CTRL + SHIFT + UP

Navigates to the main navigation

CTRL + SHIFT + DOWN

Navigates to the breadcrumbs (mini-view of the process card)

CTRL + SHIFT + LEFT

Navigates to the first navigation sidebar entry

CTRL + SHIFT + RIGHT

Navigates to the main content (first process card or first table entry)

CTRL+E Opens Modal
CTRL+S Saves the date in the modal
ESC Closes the Edit / Detail modal

CTRL+ALT +1

Opens the first tab

CTRL+ALT +2

Opens the second tab

And so on.

Depending on what has been a
Main navigation

ctivated, the navigation buttons have a different function:

LEFT Previous Module
RIGHT Next Module
ENTER Enters the module

up Cursor jumps back one line
DOWN Cursor jumps to the next line
LEFT Navigates to previous page
RIGHT Navigates to next page
ENTER Opens the modal

SPACE BAR Opens the checkbox

ESC Deactivates all checkboxes

Matrix/Function lane (matrix itse
up

i}

Navigates to the overlying process card

DOWN Navigates to the underlying process card

LEFT Navigates to the previous process card

RIGHT Navigates to the next process card

ENTER Opens the process card / navigates one level downwards
ESC Undo the move

Matrix/Function lane (Breadcrumbs)

LEFT Navigates to the previous process card
RIGHT Navigates to the next process card
ENTER Opens the process card / navigates one level upwards

Treeview

up Cursor jumps one element higher
DOWN Cursor jumps one element lower

LEFT Folds a branch

RIGHT Unfolds a branch

ENTER Opens or select the entry (modal opens)
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7 FAQ - Frequently Asked Questions

In this chapter you will find answers to frequently asked question when working with WissIntra
NG:

Why do some hyperlinks from MS Office documents not work correctly?

This problem may occur if the name of the page from which you want to create a hyperlink
contains a hash character (#).

When you right-click a hyperlink in a Word document and use the Insert Hyperlink option, the
hash sign is displayed incorrectly and the inserted link cannot be opened correctly.

Note: The hash sign (#) is a valid character when using file names, but is not accepted for
hyperlinks in MS Office documents.

To avoid this problem, use on of the following methods:

e Use CTRL + C to copy the address of the hyperlink and insert it into the Office document.
e Press Enter to automatically generate a link.

Or Edit Hyperlink T |
e Right-click the corrupt link in the e TR
. Lookin: | My Documents [+
Office document. | = e
e Click on Edit Hyperlink. i
Place in This
. . . Document Browsed
The following window will open: reges
et |||
e |nsert the correct address of the Doament | | Hes
hyperlink and C”Ck OK . ‘%d Address: | Ci\WUsers\dt\Desktop [+] | Removetink

Note: For more information about this MS Office issue, visit Microsoft Support at:
https://support.microsoft.com/de-de/kb/202261

The same problem can appear when creating a PDF with the integrated PDF tool in Office (PDF /
XPS document). Again, the hyperlink may be displayed incorrectly and cannot be opened
correctly.

To avoid this problem, we recommend using an alternative external tool for creating PDFs. For
further questions about this issue, please contact Microsoft Support.
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When opening a document, a login window appears.
How can | avoid that?

If you are using a version of Microsoft Office 2010 or older and open Wissintra NG with the
Internet Explorer, it may happen that a login window appears when you open Office documents
in the Document Manager or within a modal, prompting you to log in with your Windows user
data.

To solve this problem, please contact your administrator. Chapter 4.3 in the Administrator
Manual Configuration describes how to bypass this behaviour.
What is the difference between modules and modals?

The various software applications, such as the Process Manager or the Audit Manager are called
modules.

The dialog windows are called modals where you can navigate in tabs and insert input.
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8 Customer Support and Service Desk

Follow the instruction in this manual to make the best preparations for working with WissIntra
NG. Should you still have any questions and you need support from our service team, please
contact us under consideration of your service level.

We would be pleased to receive your feedback and suggestions.

We wish you a lot of success and pleasure working with WissIntra NG!

Customer Support

k+k information services GmbH
Hohenstrale 16

D - 70736 Fellbach

Tel: +49 711 578813-0

Fax: +49 711 578813 -77
https://www.kuk-is.de/wissintra.html

Service Desk
E-Mail: Servicedesk@WissIntra.de
Tel: +49 711 578813 -13

Monday to Friday from 9am —12am and 1pm — 5pm (CET)

Note: Before you contact the Service Desk, please contact your internal WissIntra NG contact
person to learn more about your service level and the resulting contract terms.

Note: Please let us know your current program version with each contact. You will find this on
each WissIntra NG page at the lower right corner.

WissIntra Online Support via pcvisit:
With pcvisit, we switch directly to your screen.
This is how it works:

e Make an online support appointment.
e Download the guest module for peuvisit.
e Follow the step by step instructions.

For detailed instructions, please visit:

+//www.kuk-is.de/files/kuk-is/userfiles/Kundenzentrum/Support/kk_information_services_Anleitun,

Our service staff will be available at any time to answer your questions.
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k+k information services GmbH

HohenstraBe 16

D - 70736 Fellbach

Tel: +49 711 578813 -0
Fax: +49 711 578813 -77

E-Mail: Servicedesk@WissIntra.de
Internet: https://www.kuk-is.de/wissintra.html
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